
























































































 

 

Appendix C  Accreditation Application Package   
This appendix contains the formatted forms that a candidate organization should include when applying 

for accreditation.  These completed forms, in addition to the supporting documentation representing a 

 processes and procedures, comprise an accreditation application package. 
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1 Application for Accreditation 
 

 

Organization Name 

 

Cyber Incident Response 

Business Unit Address  

(If Applicable) 

 

Street Address   

City, State, Zip  

Point of Contact  

Phone Number  

Fax Number  

Email Address  

DUNS Number (if Applicable)  

Cage Code (if Applicable)  

 

  



 

 

2 Business Statement of Intent Certification  
 

 

We, the undersigned, believe and in good faith attest to the following: 

 

As part of our business model and as a normal course of business,  ___________________________ 

delivers its incident response services as part of a U.S. controlled business in its day to day business 

operations. 

 

As authorized representatives of _______________ and to the best of our knowledge, we believe that 

_______________ and/or members of its cyber incident response staff are eligible to hold and/or 

maintain a U.S. Government security clearance. 

 

To the best of our knowledge, we believe that _______________ intends to maintain its cyber incident 

response capabilities, as represented by the information contained in this application package, for 

delivering Cyber Incident Response Assistance (CIRA) services through the evaluation period and for the 

following 24 months should an accreditation be issued. 

  

Should _______________ be granted an accreditation in CIRA Services, we acknowledge that, to remain 

in good standing, we will notify NSA/IAD accrediting office of any material changes to the information in 

the application package.  Material changes could include, but are not limited to, changes in organization 

ownership or reporting responsibility, changes to its business focus, changes in clearance eligibility, etc. 

Furthermore, we acknowledge that certain changes may result in the re-evaluation of the application 

package and may result in the revocation or non-renewal of a previously issued accreditation. 

 

Submitted by: 

 

 

Company:   

 

Authorized 

Official: 

 

 

[Signature] 

 

 

Date: 

 [Printed Name/Title]  

Authorized 

Official: 

 

[Signature] 

 

Date: 

 [Printed Name/Title]  

 

 

 

 

 

 



 

 

3  CIRA Key Team Qualifications Report * 
 

 

*This table must be completed and any supporting data must be submitted as part of the candidate organization  application. 

 

 

 

 

Representative Team 

Member Job Title 

Years

Experience 

Commercial 

Certification(s) 

Education and Experience Level Summary  

 

Supporting 

Data 

Attached? 

Yes/No 

CIRA Team Leader     

Incident  Responder      

CND Analyst (Forensics)     

CND Analyst     

Auditor     

The information presented in this table is accurate as of:   
(Insert effective date in the space to the right of sentence above.)   
The effective date must coincide within 30 calendar days of the application submittal date. 
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4  Application Content Checklist for a Candidate Organization 
 

Candidate organizations are requested to complete this cross reference checklist and include it as part 

of this submittal. 

 

Document Name Capability Description 

 

Included in 

the 

Package? 

(Y/N) 

Cross Reference Document 

Name including information 

Location/Section/Paragraph/etc. 

(If Applicable). 

 

NSA/IAD 

Verified 

Business 

Statement of 

Intent 

A formal statement signed by 

two executive officers of the 

organization asserting its 

commitment to perform CIRA 

services.  

 Part of the application form  

Has it been signed? 

 

Core Capabilities 

Overview 

Documentation that describes 

the core capabilities that 

describe how a candidate 

organization performs CIRA 

analysis.  

   

Processes and 

Procedures 

Processes and procedures 

used to perform and deliver 

CIRA services. 

   

 Preparation and Planning    

 Services Agreement   

 Client Engagement 

Management Processes 

 

 Communication 

Management Processes 

 

 Preliminary Data 

Collection 

 

 Engagement Tools and 

Resources Identification 

 

 Travel Management 

Processes  

 

 Rules of Engagement  

 Identification, Detection, 

and Analysis 

   

 Log Collection and Analysis  

 Network Traffic Data 

Collection and Analysis 

 

 Host Integrity Data 

Collection and Analysis 

 

 Incident Analysis  

 Containment and 

Remediation 

Recommendations 

   

 Post-Incident Analysis    
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Document Name Capability Description 

 

Included in 

the 

Package? 

(Y/N) 

Cross Reference Document 

Name including information 

Location/Section/Paragraph/etc. 

(If Applicable). 

 

NSA/IAD 

Verified 

 Lessons Learned    

CIRA Key Team 

Qualifications 

Report 

Documentation that describes 

the skills of the candidate 

organization  Key Team 

Members who will deliver 

CIRA services to its clients.  

   

CIRA Education 

and Training  

Evidence that the candidate 

organization

management staff are 

keeping up to date on current 

CIRA techniques.  

   

Past 

Performance 

At least three (3) final reports, 

modified to protect the 

, generated at 

the conclusion of separate 

CIRA service engagements 

performed by the candidate 

organization in the previous 

24 months.   

   

Client-Furnished 

Information and 

Data    

Identifying the candidate 

organization

manage customer property 

and information in a secure 

manner. 

   

  

 

 

 

 

 


